Derry City & Strabane
District Council

Combhairle

Chathair Dhoire &

Cheantar an tSratha Bain

Derry Cittie & Strabane
Destrick Cooncil

Ref: FOI /1125

03 April 2017

Ms
Communications Director, EMEA

Email: @barracuda.com

Dear Ms

Freedom of Information Act 2000 Request Cyber Security

I refer to your FOI request as above and respond as follows:

PN E

Has your department been a victim of Ransomware? -
If Yes - did you pay to release your data? -
If yes, How much did you pay? -
If no, how did you gain back control of your data? -
Do you have the following in place:
a. Backup—ifyes
What software do you use? -
When does your maintenance expire? -
How many TB of Data do you back up? -
b.  Firewall —if yes:
What firewall do you use?
When does maintenance expire? -
What Email system do you use, how many users? -
Are you planning to migrate to Microsoft Office 3657 -
a. Ifyes, why? -
b.  Will you be adding extra security to this? -
What email security solution do you use? -
Do you use a public cloud provider, if so which one? -
a. How do you secure the data in the cloud? -

Derry

Strabana

No

n/a
n/a
n/a

Commvault
2019
4tb

Fortigate

2019

MS Exchange,600 Users
No

n/a

n/a

Mimecast

No

n/a



If you are dissatisfied with our response you have rights of review and appeal; these
rights consist of two review processes.

Firstly our internal review procedure is available by contacting:

John Kelpie

Chief Executive

Derry City and Strabane District Council

98 Strand Road

Derry BT48 7NN

Tel 028 71253253 or email john.kelpie@derrystrabane.com

Secondly, you can appeal directly by contacting the Information Commissioner at:

Information Commissioner

Wycliffe House

Water Lane

Wilmslow

CHESHIRE SK9 5AF

Tel: 0303 123 1113 (local rate) or email: casework@ico.org.uk

Yours sincerely

Head of Business

Derry Strabanea
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